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PE CUONG CHI TIET HQC PHAN
AN TOAN VA AN NINH MANG
Nganh dao tao: Cong nghé thong tin
Bac dao tao: Dai hoc

(Ban hanh kém theo Quyét dinh sé: 640/QD-PHTB, ngay 14/12/2019)

1. Tén hoc phén: An toan va an ninh mang — M3 hoc phan: 175573073
2. S6 tin chi: 3 (3,0)
3. Trinh d¢: Cho sinh vién nam thu tu
4. Phan bo thoi gian
- Lén l6p:
Ly thuyét: 45 tiét (2 tiét 1én 16p/tudn, 1 tiét = 50 phut)
Thuc hanh: 0 tiét
- Tw hoc: (45 x 2) =90 gio
5. Diéu kién tién quyét: Hoc sau cac hoc phﬁn: Hé diéu hanh, Mang may tinh.
6. Muc tiéu ciia hoc phan
6.1. Kién thirc:

Muc ti€u ctia mon hoc 1a cung cap cho sinh vién nhitng kién thirc nén tang vé an
toan mang trén ca hai khia canh: 1y thuyét va thyuc té. Mon hoc s€ cung cap mot su khao
sat toan di¢n, cap nhat va thiét thuc vé cac ing dung va cac chuan an ninh.

6.2. Ky nang:

Hoan thanh mén hoc, sinh vién c6 thé hiéu dugc cac mdi de doa tiém an va nguén
gbc tan cong doi voi an ninh mang; tir d6 chon lya nhitng co ché an ninh phu hop dé
ung pho.

6.3. Vé ning lwc tw chii va ti chiu trach nhi¢m:

- C6 thai d§ nghiém tuc trong hoc tap;

- Co dao duc, luong tdm nghé nghi¢p, co6 trach nhiém véi cong viée, dam lam,
dam chiu trach nhiém.

- C6 ¥ thire t6 chire ky luat, chu dong trong qua trinh hoc tap.



7. M6 ta van tat ndi dung ciia hoc phan:

Khai niém vé an toan, an ninh mang; Cac phuong phap ma mat; Xac thuc thong
diép, chit ky dién ttr va giao thirc xac thuc; An ninh hé théng; An ninh trong mang IP;
An ninh trong cac dich vu Internet; Tuong Itra.

8. Nhiém vu cta sinh vién:

- Lén 16p theo quy ché (Lén 16p > 80% sd tiét ciia hoc phan).

- Hoan thanh bai tdp giao vién giao.

- Bai tap tiéu luan mon hoc.

- Dy kiém tra hoc trinh va thi hét hoc phan.
9. Tai liéu hoc tap:
- Sach, giao trinh chinh:

[1] Gido trinh An toan va an ninh mang-Truong Pai hoc Thai Binh.
-Tai liéu tham khao:

[2] Cryptography and Network Security, W. Stallings, 4th ed., Prentice Hall,
2005.

[3] Sybex - CompTIA Security+ Deluxe Study Guide.Nov.2008

[4] Network Security: A Beginner's Guide, Eric Maiwald, 2nd ed., McGraw-Hill
Osborne Media, 2003.

10. Tiéu chuin danh gia sinh vién: Theo quy ché sé 25/2006/QD-BGDDT ngay
26/6/2006 cua B0 truong Bo Gido duc va Pao tao.

10.1. Thang diém danh gia: 10

10.1. Tiéu chi danh gid

STT Pi¢m thanh phin Quy dinh Trong s6 | Ghi chu

- S6 tiét du hoc/Tong
Diém thuong xuyén, dénh gid | sO tiét: 10%.

1 |nhén thuc, thai d§ thao luan, |- S§ bai tap da 20%
chuyén can, 1am bai tap ¢ nha. | ]am/Tong sé bai tap

duogc giao: 10%.

Diém kiém tra dinh ky 3 diém | - 2 bai kiém tra 1 tiét
2 | Kiém tra viét 50° trén 16p. 30%

biém tiéu luan - 1 diém ti€u luan

3 | Thi két thuc hoc phan - Thi 1y thuyét (90) 50%




10.2. Cdch tinh diém

- Sinh vién khéng tham gia @i 80% sé tiét hoc trén I6p khéng dwoc thi lan dau.

- Piém thanh phan dé diém 1é dén mét chir sé thdp phan.

- Piém két thiic hoc phdn lam tron dén 0.5.
11. Thang diém: 10
12. Ngi dung chi tiét hoc phan

Chuong

Noi dung

LT

TH

Chwong 1: Téng quan vé an toan va an ninh théng tin
1.1 Mé dau

1.2 Thanh phan cia mot hé théng thong tin

1.3 Nhitng méi de doa va thiét hai d6i véi hé thong thong tin.
1.4 Cac kiéu tan cong

1.5 Cac 16 hong bao mat

1.6 Giai phap diéu khién kiém so4t an toan bao mat

Chwong 2: Mi héa ddi xirng va bao mit thong tin
2.1 Nguyén tic mi hoa dbi xing

2.2 Céac giai thuat ma hoa d6i xtng

2.3 Céc ché do ma hoa

2.4 Vi tri thiét bi ma hoa

2.5 Vén d& phan phbi khoa trong ma hoa ddi ximg

Chwong 3: Ma héa khoa cong khai va chirng thuc thong t
3.1 Gi6i thiéu vé ching thyc thong tin

3.2 Cé4c ham bam va giai thuat HMAC

3.3 Nguyén ly ma hoa khoa cong khai

3.4 Cac giai thuit ma hoa khoa cong khai

3.5 Chirky sb

3.6 Quan ly khoa

o5+1
KT

Chuong 4: Cac iwng dung xac thue

4.1 Xéc thuc don, da yéu to

4.2 Kerberos — mot dich vu xac thuc khoa bi mat
4.3 X.509 — mot dich vu xac thue khoa cong khai

4.4 PKI — ha ting khoa cong khai




Chuong

Noi dung

LT

TH

Chuong 5: IP Security

5.1 Gidi thi¢u

5.2 Kién trac IP Security

5.3 Authentication Header

5.4 Encapsulation Security Payload
5.5 Két hop Security Associations
5.6 Quan ly khoa

5.7 VPN

5+
1KT

Chwong 6: Phin mém mi doc
6.1 Ma doc
6.2 Cac bién phap dbi phé véi ma doc

Chwong 7: Biao mat Web

7.1 Dit van dé

7.2 Secure Socket Layer va Transport Layer Security
7.3 Secure Electronic Transaction

74 Pretty Good Privacy

7.5 SIMIME

7.6 Céc van dé bao mat trong dich vy Email

Chuwong 8: Kiém soat truy nhip

8.1 Mo hinh access control

8.2 Rui ro va quy trinh khoéi phuc rui ro an ninh
8.3 Chinh sach an ninh

8.4 Hé thong tin cay

Chwong 9: Firewalls

9.1 Khai niém firewalls

9.2 Churc nang cua firewall

9.3 Phan loai

9.4 Nguyén Iy thiét ké Firewalls

9.5 Cac budc can thiét xay dung firewall

On tap két thac




13. Hinh thirc va ndi dung tirng tuin:

Yéu ciu SV

HTTCD & dun T,l;(: chudnbiva | Ghi
H b cung N | diachitw | chi
(tiet) YA
li¢u
Noi dung: (Tuan 1)
Chuwong 1: Tong quan vé an toan va an ninh 4 Tai liéu [1]
thong tin Chuong 1
1.1M¢ dau Tai ligu [2].
Ly 1.2 Thanh phan cta mot hé thong thong tin Chuong 1
thuyét | 1.3 Nhitng mdi de doa va thiét hai déi voi hé
théng thong tin.
1.4 Cac kiéu tan cong
1.5 Cac 15 hong bao mat
Noi dung: (Tuan 2)
1.6 Giai phap diéu khién kiém soat an toan bao | 4 | Tailidu[1]
mat Chuong 1,2
Ly Chwong 2: Mai hoéa ddi xirng va bao mat Tai liéu [3].
thuyét | thong tin
2.1 Nguyén tic mi hoa dbi xing
2.2 Cac giai thuat ma hoa d6i xtng
Noi dung: (Tuan 3)
2.3 Céc ché d6 mi hoa 4 | Tailiéu[1]
2.4 Vi tri thiét bi ma héa Chuong 2,3
2.5 Van dé phan phdi khoa trong ma héa ddi Tai liéu [2].
Ly xuing Tai liéu [4].
thuyét Chuong 3: Ma hoa khoa cong khai va
chirng thue thong tin
3.1 Gi6i thiéu vé ching thyc thong tin
3.2 Cé4c ham bam va giai thuat HMAC
Noi dung: (Tuan 4)
3.3 Nguyén Iy ma hoa khoa cong khai 3+ | Tai liéu [1]
Ly 3.4 Cac giai thuat ma hoa khoa cong khai IKT | chuong 3
thuyét |3.5 Chitky sb Tai lidu [4].

3.6 Quan ly khoa

Noi dung:

(Tudn 5)




Yéu ciu SV

HTTCD N dun Ti';: chudnbiva | Ghi
H : g g.,( dia chi tw chu
(tiet) t A
li¢u
Chuong 4: Cac ing dung xac thue 4 Tai li¢u [1]
4.1 Xéc thuc don, da yéu tb Chuong 4
i 4.2 Kerberos — mot dich vu xac thuc khoa bi Tai liéu [3].
Ly A ¥
thuyét mat
4.4 X.509 — mot dich vu xac thue khoa cong
khai
4.4 PKI — ha tang khoa cong khai
Noi dung: (Tuan 6)
Chuong 5: IP Security Tai li¢u [1]
5.1 Gidi thiéu 4 Chuong 5
Ly 5.2 Kién trac IP Security Tai liéu [2].
thuyét |5.3 Authentication Header
5.4 Encapsulation Security Payload
5.5 Két hop Security Associations
Noi dung: (Tuan 7)
5.6 Quan ly khoa LT:3 | Tai liéu [1]
Ly 5.7 VPN KT:1 | Chuong 5,6
thuyét Chwong 6: Phin mém mi doc Tai ligu [3].
6.1 Ma doc
Noi dung: (Tuan 8)
6.2 Cac bién phap dbi pho vi ma doc 4 Tai li¢u [1]
Ly Chwong 7: Biao mat Web Chuong 6,7
Y. 7.1 Pitvéndé Tai liéu [2].
thuyét
7.2 Secure Socket Layer va Transport Layer
Security
Noi dung: (Tuan 9)
L 7.3 Secure Electronic Transaction 4 Tai liéu [1]
y .
thuyét 74 Pretty Good Privacy Chuong 7

Tai licu [4].

Noi dung:

(Tudn 10)




Théi Yéu»cﬁu SV .
HTTCD Néi dung gian chuan biva | Ghi
H : oA dia chi tw chu
(tiet) t A
licu
7.5 SIMIME 4 Tai li¢u [1]
] 7.6 Cac van dé bao mat trong dich vu Email Chuong 7,8
thﬁ;f & Chuong 8: Kiém soat truy nhip Tai li¢u [4].
8.1 Mo hinh access control
8.2 Rui ro va quy trinh khoi phuc rui ro an ninh
Noi dung: (Tudn 11)
8.3 Chinh sach an ninh 4 Tai li¢u [1]
8.4 Hé thdng tin cay Chuong 8,9
Ly Chwong 9: Firewalls Tai liéu [2].
thuyét |9.1 Khainiém firewalls
9.2 Churc nang cua firewall
9.3 Phan loai
Noi dung: (Tudn 12)
] 9.4 Nguyén Iy thiét ké Firewalls 2 Tai lidu [1]
thﬁif, & ?.5 Cac bEIéc can thiét xay dyng firewall Chuong 9
On tap kiém tra. Tai liéu [3].
TRUONG KHOA TRUONG BQ MON
(Ba ky) (Da ky)







